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Misuse and theft of confidential PDF documents because documents can still 

be recognized and read by humans means, of course, these problems can harm 

those who have access to PDF document data. The act of tapping and stealing 

PDF documents can be minimized by the application of cryptographic 

encryption techniques. Cryptography is a science that studies mathematical 

techniques related to information security aspects such as confidentiality, data 

integrity and authentication. Cryptography requires an algorithm to perform the 

encryption process, one of the cryptographic algorithms that can be used is the 

Standard Data Encryption (DES) algorithm. The DES algorithm is a symmetric 

algorithm that works on the principle of a block cipher. The DES algorithm 

uses a 64-bit key to encrypt a 64-bit block. This thesis discusses the design of 

web-based cryptography using the Data Encryption Standard (DES) method. 

The application of this system is hiding pdf files using an 8-bit key without any 

errors or file damage and cannot be decrypted without the appropriate key. By 

using a data security application system using the DES method, it is useful to 

help hide the contents of important pdf files with a key so as to minimize digital 

theft by irresponsible parties. 
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1. INTRODUCTION 

The use of PDF is usually identical in the world of work which leads to data processing. Data that has 

been created in Microsoft Office such as Word, Excel and others is usually saved in its original extension 

or in another extension, one of which is PDF. Many people choose to use this format because it is very 

practical and does not take long to open. So, some important and confidential data is also converted into 

PDF form. 

Theft and misuse of PDF documents that are confidential because documents can still be recognized 

and read by humans, of course this is detrimental to those who have access to the PDF document data. By 

implementing cryptographic encryption techniques, interception and theft of PDF documents can be 

minimized. Cryptography is a science that studies mathematical techniques related to aspects of information 

security such as confidentiality, data integrity and authentication. Cryptography requires algorithms to 

perform encryption, one of the cryptographic algorithms that can be used is the Standard Data Encryption 

Algorithm (DES). Based on the description of the background above, the authors set the title of this research 
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as "Implementation of the Standard Data Encryption Algorithm (DES) for Data Security in PDF 

Documents". 

 

2. RESEARCH METHODE 

The place where researchers conducted research in this thesis is the UINSU Laboratory, IAIN No.1, 

Gaharu area Medan, North Sumatra the time used by researchers for this research was carried out from the 

date of issuance of research permits in the period from June to April 2022. The data collection method 

used in the discussion of this research is as follows: 

1. Literature Study 

Is the data collection stage by collecting literature, journals, papers, and books related to the 

research title, as well as searching for information from various sources on the internet to find out 

the latest developments from the data taken as material in making the final project. 

2. System analysis and design 

This stage will be carried out data analysis, system requirements described in the flowchart, and 

interface design. 

3. System implementation 

Implementation is carried out based on the results of the analysis and design that has been done 

before. In this stage, coding is carried out using the PHP programming language. 

4. System testing 

This test is carried out by testing the cryptographic process on the system that has been built. 

Includes pdf file input, encryption process, decryption process and also includes whether the 

system implementation is in accordance with the theory and design that has been done before. 

5. System Test Results 

Make system test results, whether the system can produce PDF file security according to research 

objectives 

 

2.1. Computer Data Security 

Computer security is the prevention of computer-mediated crime. The security required includes 

physical security (server room and supporting infrastructure), access security (humans as users), data security 

(viruses and data theft), and computer operating system security ((Siregar, 2019) when developing computer 

security, aspects of confidentiality, integrity, authentication, non-repudiation, and availability must be 

considered The aspect of confidentiality aims to prevent data on the computer from falling into 

unauthorized hands so that it can be misused The aspect of integrity concerns the consistency of data 

information so that it cannot be changed or damaged by third parties another.In this case, the encryption 

method is often used for encoding [1]. 

 

2.2.  Cryptography 

Cryptography comes from the Greek words crypto and graphia. Crypto means secret and graphia 

means writing. Cryptography is a message encoding technique used so that messages can be sent and 

received safely. Cryptography aims to maintain the confidentiality of data and information so that it is not 

misused by unauthorized parties ((Yusfrizal, 2019)). For cryptography to work well there must be four main 

elements in it, which are most related to each other [2]. 

 

2.3. Cryptographic security aspects 

Security has become an important aspect of an information system that is usually only shown to certain 

groups because it is important to protect an information system from falling into the hands of other people 

who are not interested. One of the efforts to protect information systems that can be done is cryptography 

which has several aspects of information security [3]. 

 

2.4. PHP 

PHP (Hypertext Preprocessor) is a scripting language that can be embedded or inserted into HTML. 

PHP is widely used to create dynamic website programs. PHP can be used for free and is OpenSource. 

PHP is released under a PHP license. To make a PHP program we are required to install a web server first 

[4]. 

 

2.5. MYSQL 

To describe an algorithm that is structured and easy to understand by others (especially programmers 

who are in charge of implementing the program), we need a tool in the form of a flowchart. The flowchart 
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describes the logical sequence of a problem-solving procedure, so that the flowchart is a problem solving 

steps written in certain symbols. This flowchart will show the flow in the program logically. Besides being 

needed as a communication tool, this flowchart is also needed as a documentation tool [5]. 

 

3. RESULT AND ANALYSIS 

After designing and creating the system, testing is then carried out. The testing aims to see to what 

extent the system that has been built meets expectations, an example of the results of applying DES 

Cryptography in encrypting PDF files using a key with the DES algorithm, can be seen as follows: 

1. Application Initial Display 

After designing and creating the system, testing is then carried out. Testing The display below is a 

display of the application of the DES Cryptography application in encrypting pdf files using the 

key. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Application Initial Display 

 

2. Display input files, keys and output 

After that, enter the pdf file and key then select the type of hexa key according to the standard 

specified and carry out the encryption process then after that it appears to output it aiming to prove 

the manual results are the same as the results in the program, as shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Input files, keys and output 
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3. View PDF files after encryption 

After clicking the decryption process button with the wrong key, the PDF file will be saved in the 

directory which has been specified and will create a new file, as shown below: 

  

 
 

Figure 3. PDF files encryption result 

 
4. Display the results of the pdf file after decryption with the wrong key 

After clicking the decryption process button with the wrong key, the PDF file will be saved in the 

directory which has been specified and will create a new file, as shown below: 

 

 

 

 

 

 

 

Figure 4. pdf file after decryption with the wrong key 

 

Based on the image above, the Decryption process with the wrong key will create an empty PDF 

file and not carry out the process correctly. 

 

5. Display the results of the pdf file after it has been decrypted with the correct key 

After clicking the decryption process button with the correct key, the PDF file will be saved in the 

specified directory and will create a new file after which it appears to be output with the aim of 

proving that the manual results are the same as the results in the program, as in the image below: 
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Figure 5. Pdf file after decrypted with the correct key display 

 

3.1. Encryption key Test Results and description 

Based on cryptographic tests on the application, it was found that the pdf file is the data file object for 

carrying out the DES Algorithm. This of course makes the pdf file data not damaged, because there is no 

change to the original data object because it is encoded to base64 so that the pdf file does not change at all 

before being executed encryption. Therefore, the confidentiality of encrypted PDF files will not leak 

because the key can only be stored by the creator. The test results with 3 sample pdfs and keys are as 

follows: 

Table 1. Test Results and description 

Filename Pdf Pdf Data Size Key Description 

Original Encryption Decryption Original Encryption Decryption 

file1.pdf enk1.pdf dek1.pdf 609KB 812KB 609 KB 133457799BB

CDFF1 

Berhasil 

file2.pdf Enk2.pdf Dek2.pdf 430KB 574KB 430KB 5EAF 

57799BBCDFe

1 

Berhasil 

File3.pdf Enk3.pdf Dek3.pdf 20KB 26KB 

 

 

 

20KB COMPUTER Berhasil 

 

4. CONCLUSIOON 

Based on the results of research on protecting pdf files with keys using the DES method, several 

conclusions can be drawn from the descriptions described in the previous chapters. The results of this study 

draw the following conclusions: 

1. PDF document files can be protected by DES encryption using a key, and cannot be decrypted 

without knowing the key. 

2. The size and file contents of the PDF document encrypted with the key will change. The decrypted 

pdf data file is back to normal in terms of size and number of bytes in the file 
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