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Misuse and theft of confidential PDF documents because documents can still
be recognized and read by humans means, of course, these problems can harm
those who have access to PDF document data. The act of tapping and stealing
PDF documents can be minimized by the application of cryptographic
encryption techniques. Cryptography is a science that studies mathematical

techniques related to information security aspects such as confidentiality, data
mtegrity and authentication. Cryptography requires an algorithm to perform the
encryption process, one of the cryptographic algorithms that can be used 1s the
Standard Data Encryption (DES) algorithm. The DES algorithm is a symmetric
algorithm that works on the principle of a block cipher. The DES algorithm
uses a 64-bit key to encrypt a 64-bit block. This thesis discusses the design of
web-based cryptography using the Data Encryption Standard (DES) method.
The application of this system is hiding pdf files using an 8-bit key without any
errors or file damage and cannot be decrypted without the appropriate key. By
using a data security application system using the DES method, it is useful to
help hide the contents of important pdf files with a key so as to minimize digital
theft by irresponsible parties.
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1. INTRODUCTION

The use of PDF is usually identical in the world of work which leads to data processing. Data that has
been created in Microsoft Office such as Word, Excel and others is usually saved in its original extension
or in another extension, one of which 1s PDF. Many people choose to use this format because it is very
practical and does not take long to open. So, some important and confidential data is also converted mnto
PDF form.

Theft and misuse of PDF documents that are confidential because documents can still be recognized
and read by humans, of course this is detrimental to those who have access to the PDF document data. By
mmplementing cryptographic encryption techniques, interception and theft of PDF documents can be
minimized. Cryptography is a science that studies mathematical techniques related to aspects of information
security such as confidentiality, data integrity and authentication. Cryptography requires algorithms to
perform encryption, one of the cryptographic algorithms that can be used is the Standard Data Encryption
Algorithm (DES). Based on the description of the background above, the authors set the title of this research
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2.1.

2.2.

2.3.

2.4.

2.5.

as "Implementation of the Standard Data Encryption Algorithm (DES) for Data Security in PDF
Documents'".

RESEARCH METHODE
The place where researchers conducted research in this thesis is the UINSU Laboratory, IAIN No.1,
Gaharu area Medan, North Sumatra the time used by researchers for this research was carried out from the
date of issuance of research permits in the period from June to April 2022. The data collection method
used in the discussion of this research is as follows:
1. Literature Study
Is the data collection stage by collecting literature, journals, papers, and books related to the
research title, as well as searching for information from various sources on the internet to find out
the latest developments from the data taken as material in making the final project.
2. System analysis and design
This stage will be carried out data analysis, system requirements described in the flowchart, and
mterface design.
3. System implementation
Implementation is carried out based on the results of the analysis and design that has been done
before. In this stage, coding is carried out using the PHP programming language.
4. System testing
This test 1s carried out by testing the cryptographic process on the system that has been built.
Includes pdf file input, encryption process, decryption process and also includes whether the
system implementation is in accordance with the theory and design that has been done before.
5. System Test Results
Make system test results, whether the system can produce PDF file security according to research
objectives

Computer Data Security

Computer security 1s the prevention of computer-mediated crime. The security required includes
physical security (server room and supporting infrastructure), access security (humans as users), data security
(viruses and data theft), and computer operating system security ((Siregar, 2019) when developing computer
security, aspects of confidentiality, integrity, authentication, non-repudiation, and availability must be
considered The aspect of confidentiality aims to prevent data on the computer from falling into
unauthorized hands so that it can be misused The aspect of integrity concerns the consistency of data
mformation so that it cannot be changed or damaged by third parties another.In this case, the encryption
method 1s often used for encoding [1].

Cryptography

Cryptography comes from the Greek words crypto and graphia. Crypto means secret and graphia
means writing. Cryptography 1s a message encoding technique used so that messages can be sent and
received safely. Cryptography aims to maintain the confidentiality of data and information so that it 1s not
misused by unauthorized parties ((Yusfrizal, 2019)). For cryptography to work well there must be four main
elements in it, which are most related to each other [2].

Cryptographic security aspects

Security has become an important aspect of an information system that is usually only shown to certain
groups because it 1s important to protect an information system from falling into the hands of other people
who are not interested. One of the efforts to protect information systems that can be done is cryptography
which has several aspects of information security [3].

PHP

PHP (Hypertext Preprocessor) is a scripting language that can be embedded or inserted into HTML.
PHP is widely used to create dynamic website programs. PHP can be used for free and is OpenSource.
PHP is released under a PHP license. To make a PHP program we are required to install a web server first

[4].

MYSQL
To describe an algorithm that is structured and easy to understand by others (especially programmers
who are in charge of implementing the program), we need a tool in the form of a flowchart. The flowchart

Z.ero: Jurnal Sains, Matematika dan Terapan


http://issn.pdii.lipi.go.id/issn.cgi?daftar&1496817420&1&&

Zero: Jurnal Sains, Matematika dan Terapan 0 233

describes the logical sequence of a problem-solving procedure, so that the flowchart 1s a problem solving
steps written in certain symbols. This flowchart will show the flow in the program logically. Besides being
needed as a communication tool, this flowchart is also needed as a documentation tool [5].

3.  RESULT AND ANALYSIS
After designing and creating the system, testing 1s then carried out. The testing aims to see to what
extent the system that has been built meets expectations, an example of the results of applying DES
Cryptography in encrypting PDF files using a key with the DES algorithm, can be seen as follows:
1. Application Initial Display
After designing and creating the system, testing 1s then carried out. Testing The display below 1s a
display of the application of the DES Cryptography application in encrypting pdf files using the

key.

Cryptography PDF(DES)

‘

Heksa (16 digit) v
--Pilih Jenis Kunci--
String(8 digit) -
Heksa (16 digit)

Encrypt Decrypt

Figure 1. Application Initial Display

2. Display input files, keys and output
After that, enter the pdf file and key then select the type of hexa key according to the standard
specified and carry out the encryption process then after that it appears to output it aiming to prove
the manual results are the same as the results in the program, as shown below:

tography PDF(DES)

Pilih File E@8

Heksa (16 digit) v

133457799BBCOFF1

Encrypt

E(R14)] => @1020020112E0ER110100212102020020201 212011110081

{15] =»> 1011111112010e@1100e11012011110100111111020021018

K15 xor E(R14)] => 11111111@1@122020210111111111@10018101111111@11
S(B1)S(B2)S(B3)S(B4)5(B5)5(E6)5(E7)S(ES) 15] => 11910111101012021121110121110101

f = P(S(B1)5(B2)5(B3)5(B4)5(B5)5(B6)S(B7)5(B8)) 15] => @111@0111@01@1@01110112121111118
RLS] => 11221121120011801101020021201118

L15] => 11221121120211801101020021201118

E(R15)] => @112012110111100212l1201011010120202201081011101

K16] =» 110210112211112110021211202011120091211111110121

{16 xor E(R15)] => 1@121110102002R111212012011091200221212112121808
S(B1)5(B2)5(B3)5(B4)5(B5)5(B6)5(E7)S(B8) 16] => 120110101201001080111@10@1111801

f = P(S(B1)S(B2)5(B3)5(64)5(B5)5(BE)S(E7)S(B8)) 16] => @111111@111110000000110118020218
R16] -» 1111108011081EE1E0EE1101E0R11R18

L16 concat R1&] => 1111120@11201201002011210201101011001121100011001121 6AGAR1ER1118
IP-1 permutation] => 1201012020@20211101001121111211101001081010200201101121011111200
result] =»> S403AEF74H4EDARE
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Figure 2. Input files, keys and output
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3. View PDF files after encryption
After clicking the decryption process button with the wrong key, the PDF file will be saved in the

directory which has been specified and will create a new file, as shown below:

File Edit Format Yiew Help
BweTEy?EleSEVIgh%hkmjCIPwaqluorTSZaIuwrﬂ

THr AKHHNPBEVUTOSr bMGMT 2 %] Err eECBQY nv 3+Kdhbu-
6] KwkFBEXG7ORSCY2 oMt P OB, LT CiMwzHLhZ Z0I 302k,
Cl2vala6mMh] vk jTpctuPagHEAT 0lmAAS POy0akI Ix7l
Som3zHLgavIRoZBeld egqfRGYgnZihlzt+3svkxdd1:
xk9xmesmdeYMU3LsH?yOWc??dg%JlbxnbrSAr?ch
FpI145209  INySRTIEET xI6mz1h6zZhHL B vOGRTSyD6.
mroGdp, 2T hxr BMB7 rETs HH7Or wgoDzwlwl+T 9507 2¢
NdhSP5oxgdRZELOS,/FORNQATWMPCIYpoe0qTEETVHE
Qt'lgrBQUluhthAxlelBhZSxWMLkVMV‘FGFQYLCEs'Il
OrubwTkaIsthlBsEC3vHY FhaaEFTwalEr 74 HkMEwHE
43vQII3TvUvod23+HLwLY s DEQD T H+FCp7aaHfdlbou:
v 7CPOT pXLFXGYVRQKKPRXZEGCU3LPEPRI SDI T2
LEKGZ,/Thouxitm7oloeuggg=Iz1l50+] depogmfzhgmD’
szI6rc?g9YuRPCcHTCP1%JLeaqfc4Kchbbtthdt:
P ZmouwzmTHbausd 34Ny rZ] /UpI iG] chEONF2mxPs,
hzLbsBzwdFak i I8Sp7P+th8RNxSeay6vxdCo+SrIp:
POty Txaky T Ti0tUs+LUwWeu62 KoL Ibb2 pCruDoeHfTT:
ydwQTI T4PCPeZENh+xYGALBa+ 5 AY SPKhomlnLle Hegt
OpDMVanSMW’XnD?SVGgXE2HHpB?E"I,/PanD+SLSFN3l
Wy WUEL 7T TyhLuj TE2AZ0k B+ zgd IQupg Tnhy7 xLw.
PEST3hSF/eovupdbd Sxv  dMdx7 J oyu+xums umt gdnle
whnyPZdNSUgLI QK 7MItRMIHAPRT 7BSEQE3T Sk Tutcy
PDCyHRMS R gpyyynnkd oo STCGZgryd+FhMnoT3umI 3t
gMoPSdKd2 cy 7dgx0iI2qypOEYD8YEYC2ZhoBhDFY /0B,
bkLWTPhogwucdy 2+ghDc7K087GZgQCUEECHRZZELr xm”
EyOmjIdafBasETuxURM AwxLpTdLMeabhiE] eLMy0DE
ZpIwym1OFmMDPT 2 bahL+E4 SGmxckwIoCMpwaMr Uk 2 Jwt
GYTExER00kT12ziwi810Y8rdras SWPRRMOUFZME73 53"
xxJEZp7LBUdUThhiL1LpTHH+T FkmSnwTxk 1 Fv3kak:
mSubNZ cwLAaT Q1 TKIMUCPATC CwW? kMMMZT G4+ xRN QdZE.
HMWPLECHMsMLg]FTHuex SWaGCLIBI et cT4Me0r SEL-
BU7MLCOCEYS 8Ms 0620V uhtgLr Fwerwnan,hGEDVEeh!
rtvjE'IROlG?ﬁﬁuedPOBFOJHcp'I\a'MnSqKVD'IFTEItJSIe
+2x8kfuFkyojo 0AWS4CV‘I’ROYXN:'|>(VOTPE6'|ZAhDN:lILI
H

K1

Figure 3. PDF files encryption result
4. Display the results of the pdf file after decryption with the wrong key

After clicking the decryption process button with the wrong key, the PDF file will be saved in the

directory which has been specified and will create a new file, as shown below:

Cryptography PDF(DES) _

Pilih File

Heksa (16 d

Encrypt Decr ypt
df

Figure 4. pdf file after decryption with the wrong key

Based on the image above, the Decryption process with the wrong key will create an empty PDF
file and not carry out the process correctly.

<2

Display the results of the pdf file after it has been decrypted with the correct key
After clicking the decryption process button with the correct key, the PDF file will be saved in the
specified directory and will create a new file after which it appears to be output with the aim of

proving that the manual results are the same as the results in the program, as in the image below:
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Cryptography PDF(DES)_

Pilih File PdF
Pilih File nkrig

Heksa (16 digit) ~

133457799BBCDFFL

Encrypt Decrypt

[K14 xor E(RLZ}] => 2@1112122111110011212112212211211021122211222122
[S(BL)S(B2)5(B3)5(B4)5(BS)S(BE)S(BF)S(EB8) 14] => lO0@@@@lllllelol 12111020

[f = P(S(BL)S{B2)S(B3)5(B4)5(E5)5(BE)S(E7)S(ES)) 14] => 19021119100220912121219120222101
[R14] => 21P22@R1111110012912291211211218

[L15] => 2l2@A2211111123212212281211211218

[E(R14)] => @@l 11111111112012120120200101811011110180

[K15] => @1111@911@19111211911891119119111182218211112818L

[K15 xor E(R14)] => @10112011021200102121@11212012111201111120218081
[S(B1)S(B2)5(B3)5(B4)S(B5)S(B6)S(B7)S(B8) 15] => 11220112122102210121211012211120

[f = P(5(BL)5(B2)5(B3)5(B4)5(B5)5(BE)S(BF)5(B8)) 15] => 11121119191001921°02002122111281
[R15] =» @@11@@LELlelRleLe1eRL1RL111 1 111

[L16] =» @@11@@1@LleleleleleRLlelllleleLl]

[E(R15)] => 1@@11@1001@1210181@1810181@81111@111111818181118

[K16] => @P@L1@11P@@R@RLel11e11111111]11008111080001110018

[K16 xor E(R15)] => 120922@121@12111181110121011801180021112110911100
[S(BL)S(E2)S(B3)5(B4)5(E5)S(BE)S(BF)S(E8) 16] => PLEQEERL12G22R122111211122181100

[f = P(S(BL)S(B2)S(B3)5(B4)5(BS)S(BE)S(B7)S(68)) 18] => 2RLALARAR11221021112219112121202
[R16] => @1191@911@2111911198211181118818

[L16 concat RLE] => 211P1@0118011191119281118111801020112010101010101021101111918111
[IP-1 permutation] => @121111@121211110221011E0111100210211211111E00212120011122111118
[result] => SEAF1E7SS9BELA73E e

Figure 5. Pdf file after decrypted with the correct key display

3.1. Encryption key Test Results and description
Based on cryptographic tests on the application, it was found that the pdf file is the data file object for
carrying out the DES Algorithm. This of course makes the pdf file data not damaged, because there is no
change to the original data object because it 1s encoded to base64 so that the pdf file does not change at all
before being executed encryption. Therefore, the confidentiality of encrypted PDF files will not leak
because the key can only be stored by the creator. The test results with 3 sample pdfs and keys are as

follows:
Table 1. Test Results and description
Filename Pdf Pdf Data Size Key Description

Original Encryption  Decryption  Original Encryption  Decryption

filel.pdf  enkl.pdf  dekl.pdf  609KB 812KB 609 KB 133457799BB Berhasil
CDFF1

file2.pdf  Enk2pdf Dek2.pdf 430KB 574KB 430KB SEAF Berhasil
57799BBCDFe
1

File3.pdf  Enk3.pdf Dek3.pdf 20KB 26KB 20KB COMPUTER Berhasil

4.  CONCLUSIOON
Based on the results of research on protecting pdf files with keys using the DES method, several
conclusions can be drawn from the descriptions described in the previous chapters. The results of this study
draw the following conclusions:
1. PDF document files can be protected by DES encryption using a key, and cannot be decrypted
without knowing the key.
2. The size and file contents of the PDF document encrypted with the key will change. The decrypted
pdf data file is back to normal in terms of size and number of bytes in the file

Implementation of Data Encryption Standard (DES) Algorithm for Data Security on PDF Documents (Arif Wijaya Panjaitan)
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